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1	Decision/action requested
The pCR identifies a new key issue regarding the SUCI replay attacks for TR 33.846, and is kindly asked to be approved by SA3.
2	Reference
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[2]	H. Khan, B. Dowling, and K. M. Martin, “Identity Confidentiality in 5G Mobile Telephony Systems,” in Security Standardisation Research - 4thInternational  Conference,  SSR  2018,  Darmstadt,  Germany,  November26-27,  2018,  Proceedings,  ser.  Lecture  Notes  in  Computer  Science,C.  Cremers  and  A.  Lehmann,  Eds.,  vol.  11322.Springer,  2018,  pp.120–142.
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3	Rationale
Encryption of SUPI by using the ECIES scheme prevents an attacker from obtaining the UE's SUPI in the wireless air interface[1]. However, it is vulnerable to replay attacks because the current ECIES scheme does not have the mechanisms in the network side to justify whether the received SUCI was the previous one sent by the UE to the network or not. The replay attack on ECIES scheme has also been identified in the reference [2]. 

The SUCI replay attack is relatively simple. After the attacker captures the user's valid SUCI on the air interface and then replays it to the network. After receiving the repalyed SUCI, the UDM handles the SUCI as a normal user, generates an authentication vector, and sends to the attacker an authentication request message containing the RAND and AUTN.  Then attacker sends AUTN and RAND over the air inerface. If the synchronization failure message is received, the attacker can determine that the user with the SUPI is located at the same cell with the attacker [3].

If an attacker launches the replay attack multiple times, the UDM and the UE have to spend a lot of resources to process the replayed SUCI message and the authentication request message respectively because these messages are legitimate. This raises a DoS attack on the UDM and the UE respectively. A DoS attack on the UE may result in a decrease in the processing capability of the UE and a rapid consumption of the battery. A DoS attack on UDM will cause the processing power of the UDM to decrease and the response to the request of the legitimate UE to be slow.
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[bookmark: _Toc12627865]5.3.X	Key Issue #3.X: < Key issue about SUCI replay attacks >
[bookmark: _Toc12627866]5.3.X.1	Key issue details
The current ECIES scheme is vulnerable to replay attacks because it does not have the mechanisms in the network side to justify whether the received SUCI was the previous one sent by the UE to the network or not. 

The SUCI replay attack is relatively simple. After the attacker captures the user's valid SUCI on the air interface and then replays it to the network. After receiving the repalyed SUCI, the UDM handles the SUCI as a normal user, generates an authentication vector, and sends to the attacker an authentication request message containing the RAND and AUTN.  Then attacker sends AUTN and RAND over the air inerface. If the synchronization failure message is received, the attacker can determine that the user with the SUPI is located at the same cell with the attacker

If an attacker launches the replay attack multiple times, the UDM and the UE have to spend a lot of resources to process the replayed SUCI and the authentication request message respectively because these messages are legitimate. This raises a DoS attack on the UDM and the UE respectively.
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Based on the response to the valid AUTN and RAND from the UE, the attacker could trace the UE whose SUPI is unknown to the attacker with some confidence.
Many times launches of the SUCI replay attack could lead to a DoS attack on the UDM and the UE respectively. A DoS attack on the UE may result in a decrease in the processing capability of the UE and a rapid consumption of the battery. A DoS attack on UDM will cause the processing power of the UDM to decrease and the response to the request of the legitimate UE to be slow.
[bookmark: _Toc12627868]5.3.X.3	Potential security requirements
5G system shall provide the mechanisms to mitigate the SUCI replay attacks.
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